Integrating Office Timesheets with Azure
Active Directory
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Configuring Office Timesheets to use Azure Active Directory Authentication

To configure Office Timesheets for using Azure Active Directory Authentication you'll need to adjust Office
Timesheets’ Password Options and configure Azure to allow access from Office Timesheets, register the
application and adjust some a few additional items:

1) Loginto Azure and go to Azure Active Directory - >App Registration -> New registration

P Search resources, services, and docs (G+/)

Home > Default Directory

Default Directory | App registrations = - X

Azure Active Directory

¢ T New registration k= Endpeints & Troubleshooting () Refresh L Download [l Preview features O Got feedback?
O Overview
_ All applications ~ Owned applications  Deleted applications (Preview) ~ Applications from personal account
B3 Preview features P ——
X Diagnose and solve prablems P start typing a name or Application ID to filter these results
Manage

Display name Application (client) ID Created on Certificates & secrets

& Users =
& Groups

8¢ External Identities

dl, Roles and administrators
B Administrative units

# Enterprise applications

O3 Devices

&5 App registrations

4) |dentity Governance

2) Register a new Application that will be used by Office Timesheets

IECR G © <caich resources, services, and docs (G+) 0 [ I
BErU BRecIoRT &

Home > Default Directary

Register an application - x

* Name

The user-facing display name for this application (this can be changed laten).

| [ots_aee -]

Supported account types

Whe

2 use this application or access this APIZ

| (®) Accounts in this organizational directory only (Default Directory only - Single tenant)

() Accounts in any organizational directory (Any Azure AD directary - Multitenant) g
() Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O personal Microsoft accounts only

Help me choose..

Redirect URI (opticnal)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later but & value is required for most authentication scenzrios.

Web v | [ nttps;/localnost/OTs_75038/Pages/Loginaspx ]

Register an app you'reflorking on here. Integrate gallery apps and other zpps from outside your erganization by adding from Enterprise 2

By proceeding,

U agree to the Microsoft Platform Policies



The Redirect URL should correspond to the Office Timesheets login page, and can be found within the
Password Options page in the System Configuration tab here:

QI )) Sign Out = admin

View Sheels Import / Export Reports Process Management Billing/Invoicing System Configuration
@' Company Info &‘/ User Accounts

it =*| E-mail Account i @ (5) Security Policies 2 ?‘Q
o i L=

Time Entry Oplions & Auditing Opfions Change Password | = Password Options ||| activate Ahww;ﬁa,
Miscellaneous ﬂ Welcome Email
Options Regional Options User Accounts System

Password Options

—— Use for usemames and passwords
| Cffice Timeshesis v |
Windows domain name | |

*Note: You should configurs 1S manually if you want Windows
Authentication to work properly.
*Mote: Your current name - admin

—— Ifusing Office Timesheets for Accounts and Passwords
Require combination of numbers and characters: [

Minimum character length of passwords

Maximum length of passwords

Create random password for User Accounts

—— Authentication Settings via Azure Active Directory
Enable Azure AD C
Tenant 1D [ |
Application (client) 1D [ |
Client secret | |
Redirect URI hitps:/localhost/OTS_75038/Pages/Login.aspx

‘ Clear H Reset H Save ‘

If your Office Timesheets installation (including OnDemand accounts) has a mobile instance then you’ll
need to add a Redirect URL for the mobile site as well...

P search resources, services, and docs (G+/)

Home > Default Directory > OTS_APP

3 OTS_APP | Authentication # - x
4
|," Search (Ctrl+/) / ‘ « Save X Discard 7 Got feedback?

B Overview
Platform configurations

Quickstart
. . Depending on the platform or device this application is targeting, additional configuration may be required such as
#  Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.
Manage T Add a platform
EE Branding 1 |
3 Authentication ~ Web Quickstart [
|
Certificates & secrets Redirect URIs |
fI' Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully
authenticating or signing out users. Also referred to as reply URLs. Learn more about Redirect URIs and their

- APl permissions

& Expose an API https://localhost/OTS_75038/Pages/Lagin.aspx 3/ E[

i App roles || https://localhost/OTSMobile_75038//Lagin /‘ E[ |

ns !

48 Owners
2 Add UR

&k, Roles and administrators | Preview

il Manifest
nies Front-channel logout URL

Support + Troubleshooting This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
wark correctly.

ﬂ Troubleshoating
e.g. https://example.com/logout v

_ New support request

Imnlicit arant and huhrid flowe

The Redirect URL should correspond to the Office Timesheets Mobile login page, and can be found on
the Office Timesheets Password Options page in the System Configuration tab here:



&l 3 Sign Qut = admin

View Sheets Import / Export Reports Process Management Billing/Invoicing System Configuration
'Q,' Company Info &/ User Accounts
S0 \="|] E-mail Account .@ @ (&) Security Policies ! ﬁ @)
Time Entry Options A Auditing Options Change Password | =] Password Options ||| activate Abouw;’;,
Miscellaneous ="*| Welcome Email
Opfions Regional Oplions User Accounis System

Password Options

— Use for usernames and passwords
| Office Timesheets |
Windows domain name | |

*Note: You should configure IS manually if you want Windows
Authentication to work properly.
*Note: Your current name - admin

—— If using Office Timesheets for Accounts and Passwords

Require combination of numbers and characters: [_]
Minimum character length of passwords:
Maximum length of passwords

Create random password for User Accounts

—— Authentication Settings via Azure Active Directory
Enable Azure AD O
Tenant ID [ |
Application (client) ID | |

Client secret [ |
Bediract 1B : 0TS _75038/Pages] ogin aspy
I Redirect URI OTS Mobile https://localhest/OT SMobile_75038//Login 53 I

| Clear H Reset || Save |

4) Next, you'll need to assign the User.Read permission to the application you added. This permission is
typically assigned automatically upon creation of the application. However, you’ll need to make sure the
permission is correct.

The permission should be as follows:

Microsoft Azure P search resources, services, and docs (G+/)
DEFAULT DIRECTORY

|  Heme > Default Directory > OTS_APP

= OTS_APP | APl permissions = - X

|/'rJ Search (Cirl+/) l ‘ « 'f_) Refresh O Got feedback?

B Overview

Quickstart x
o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or
+7 Intecration assistant app. This column may not reflect the value in your organization, or in organizations where this app will be used. Leam more
= ]
Manage

Configured permissions

grancing Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured

%) Authentication permissiens should include all the permissions the application needs, Learn more about permissions and consent !
Certificates & secrets| = Add a permission  ~ Grant admin consent for Default Directory

m

il Token configuration API / Permissions name Type Description Admin consent req...  Status

- APl permissions

~ Microsoft Graph (1)

@ Expose an AP User.Read Delegated  Sign in and read user profile MNo

App roles

If this permission is not present on the page as shown above then you’ll need to remove all existing
permissions, and add the correct permission that the Office Timesheets app needs: (Microsoft Graph
User.Read)...



Microsoft Azure P Search resources, services, and docs (G+/)

| Home > OTS_APP

= OTS_APP | API permissions =

ch (Ctri+/)

Overview
Quickstart

#  Integration assistant

Manage

B Branding

3 Authentication
Certificates & secrets

| Token configuration

9 APl permissions

Expose an API

App roles

& Owners

O Refresh | < Got feedback?

@ The "Admin consent required” col
the value in your organization, or

Cenfigured permissions

Applications are authorized to call API:
all the permissions the application nee

Add a permission Grant ad

/'Am / Permissions name

No permissions added

nd manage permissions and |

Re

quest APl permissions

Select an API

Microsoft APls

Co

mmonly used Microsoft APls

APIs my organization uses My

- Microsoft Graph

<
O

single endpoint.

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility + Security, and Windows 10.
Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a

A Azure Service Management

Programmatic access to much of the
functionality available through
the Azure portal

More Microsoft APIs

—
= Azure Storage

Secure, ma
data lake storag,
semi-structured data

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > OTS_APP

= OTS_APP | APl permissions =

£ Search (Cirl+/) K

B Overvisw
Quickstart

#" Integration assistant

Manage

= eranding

D Authentication
Certificates & secrets

11l Token configuration

= AP| permissians

@ Expose an AP

O Refresh | O Got feedback?

@ The "Admin consent required” col
the value in your organization, or

Configured permissions

Applications are authorized to call APl
all the permissions the application nee

Add a permission Gra

API / Permissions name

No permissions added

Request APl permissions

<All

&

APIs
Microsoft Graph

https://graph.microsoft.com/ Docs of!

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP as the signed-in user.

Microsoft Azure P Search resources, services, and docs (G+/)

Home > OTS_APP

- OTS_APP | APl permissions =

h (Cirl+/)

Overview
Quickstart

# Integration assistant

Manage
granding

3 Authentication
Certificates & secrets

1l Token configuration

© APl permissions

@ Expose an API

app roles
& Owners
&, Roles and administrators | Preview

M Manifest

support + Troubleshooting

2 Troubleshooting

& New support request

() Refresh O Got feedback?

@ The "Admin consent required” col
the value in your organization, or

Configured permissions

Applications are authorized to call APl
all the permissions the application nee

Add a permission Grant ad
API / Permissions name

No permissions added

To view and manage permissions and |

Re

<Al
>
>

N

0
0
0

]
>
>

quest APl permissions
APIs

UserNatification

UserTimelineAct;

User (1)

UserExportAll @
Export user's data

User.nviteAll

Invite guest users to the or
User.Manageldentities.
Manage user identit
UserRead @

Sign in and read user profile
User.Read.All
Read all users' full profiles

User.ReadBasic.All (
Read all users’ basic profiles

User.ReadWrite
Read and write access to user profile

User.ReadWrite Al

Read and write all users' full profiles

WindowsUpdates

Werkforcelntegration

/

vely scalable object and
r unstructured and

Ij Office 365 Management APls

logs

Application permissions

Your application runs
signed-in user.,

No

No

No

Retrizve informatio
system, and poli
from Office 365 and

about user, admin,
actions and events
e AD activity

DEFAULT M w

background service or damen without a




5) Next, you'll need to create a Client Secret and save the secret key to the Office Timesheets application...

il

OTS5_APP | Certfficates & secrets #

Add a client secret X

W reaniten
Description Expires Value

2 Trousisshoating

Copy the Secret Key Value...

soft Azure P Search resources, services, and docs (G+/) m&

Home > Default Directory > OTS_APP

OTS_APP | Certificates & secrets = - %

|,” Search (Ctrl+/) ‘ « P Got feedback?

B overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location {using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
Quickstart

# Integration assistant op
Certificates

Manage
9 Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys.

= 8randing

3 Authentication T Upload certificate

Certificates & secrets Thumbprint Start date Expires Certificate ID
il Token configuration No certificates have been added for this application.
- APl permissions
@ Expose an API
L App roles Client secrets
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

ks Roles and administrators | Preview
New client secret
H Manifest
Description Expires Value Secret ID

Support + Troubleshooting g

QOTS_APP_Client 10/1/2023 ULd7Q, 96a72892-7129-4089-b119-5c91f1024126 I

el Troubleshooting

Insert the secret key’s Value into the Client secret field of Office Timesheets’ Password Options...



tf ‘_)‘ Sign out =

View Sheets Import / Export Reports
@ Company Info
[FhY '="| E-mail Account [
Time Entry Options O Auditing Opiions

Miscellaneous
Options

Regional Options

Process Management Billing/inveicing

z‘) User Accounis
2] Security Policies

Change‘ﬁasswum == | Password Options

="| Welcome Email
User Accounts

System Configuration

Iy
’e

Activate

®

AboutUpdates

System

6)

Password Options

—— Use for usernames and passwords

| Office Timesheels

v]

Windows domain name |

Authentication to work properly.
*Mote: Your current name - admin

“Note: You should configure 1S manually if you want Windows

—— Ifusing Office Timesheets for Accounts and Passwords
Require combination of numbers and characters: ]
Minimum character length of passwords:
Maximum length of passwords:

Create random password for User Accounts

—— Authentication Settings via Azure Active Directory

Enable Azure AD i
Tenant ID [
Application (client) ID [

Client secret [uLara-

v/

Redirect URI

https:/ilocalhost/OTS_75038/Pages/Login.aspx 53
Redirect URI OTS Mobile https:/ilocalhost/OTSMaobile_75038//Login 23

| Clear || Reset || Save |

Be sure to Save the any changes to this options page.

Next, copy the Office Timesheets Application ID and Tenant ID...

Microsoft Azure L Search resources, services, and docs (G+/)

Home » Default Directory
m OTSAPP #

/
/

|/"-7 Search (Ctrl+/)

| «

I overview
& Quickstart

# Integration assistant

[ Delete & Endpoints [ Preview

. Essentials

Display name
OTS_APP

features

“

Manage

Application (client) ID
97236270~

Branding

Object 1D
5559f33a-d591-4c49-a35f1-feda88e3d35h

D

Authentication

Certificates & secrets

Directory (tenant) ID
6ab 16451

Il Token configuration

API nermissinns

Supported account ty
My organization only

Jpes

Client credentials

0 certificate, 1 secret
Redirect URIs

2 web, 0 spa, 0 public client
Application 1D URI

Add an Application 1D UR
Managed application in loca
OTS_APP

DEFAULT DIRECTORY WP

directory

Insert these copied values into Office Timesheets’ Password Options; and check Enable Azure AD and

Save the settings.



({' ) SignOut = admin

< |
\
View Sheets Import / Export Reports Process Management Billing/Invoicing System Configuration
© Company Info &7 User Accounts
S ="| E-mail Account O 2 2 Securty Policies 2 Q (7]
Al > I
Time Entry Options A Audting Options Change Password |1 Password Options ||| acivate  ppoutny,
Miscelaneous _'| Welcome Email
Options Reglonal Options User Accounts System

Password Options

Use for usernames and passwords
Office Timesheets v
Nindows domain name |

*Note: You should configure 1IS manually if you want Windows
Authentication to work properly.
*Note: Your current name - admin

If using Office Timesheets for Accounts and Passwords
Require combination of numbers and characters

Minimum character length of passwords 0 v
Maximum length of passwords |14 v
Create random password for User Accounts

Authentication Settings via Azure Active Directory
Enable Azure AD —— /
Tenant ID | ab16491- /
Application (client) ID | 97e36e70-
Client secret | ULd7Q~ . e
Redirect URI hitps:/flocalhost/OTS_75038/Pages/Login.aspx =3
Redirect UR! OTS Mobile https://localhost/OTSMobile_75038//Login [

Clear || Reset || Save |

Assigning the Azure User IDs to an Office Timesheets Employees

To allow an Azure user to log into Office Timesheets, the user must be assigned to an Office Timesheets
employee record.

There are two methods that can be used to assign an Azure User Account to an Office Timesheets Employee
record.

The first method that can be used to assign an Azure User Account to and Office Timesheets Employee
record is by using the Azure User’s “User Principle Name”. In most cases the Azure User’s Principle Name is
the same as their email address. When this is the case, then this typically makes the assignment much
easier, as the Timesheet administrator doesn’t require access to the Microsoft Azure Active Directory Portal;
and they can simply apply the employee email address (that’s associated with the Azure User Account).
Also, this can be done in mass if the email address is already populated in the Office Timesheets employee
record as there is a built-in tool to copy all employee’s email addresses into their employee Azure ID field
with a single click command.

The second method that can used to assign an Azure User Account to an Office Timesheets Employee record
is by using the Azure User’s Azure “Object ID”. This will require the Office Timesheet Administrator to have
to access to the Microsoft Azure Active Directory Portal to obtain each user’s Azure Active Directory Object
ID.



Using Azure Principle Name (***Most Popular Method***)

Using the Azure User’s User Principle N
Office Timesheet Employee, because it’
then you’ll definitely want to use this o

ame is the most commonly used method of association with an
s often the same as the employee’s email address. If this is the case,
ption.

If you decide to use this option, you’ll need to go to System Configuration -> Password Options in Office
Timesheets; and check the box Use User Principal Name as Azure ID. Also, assuming the email field has
been populated for all employee records in Office Timesheets, you'll also want to check the box Copy Email
To Azure ID. Once these options have been activated press the Save button.

\ Qynwvut -~
:go ] |
View Sheets Import / Export Reports Process Management Billing/Invoicin System Configuration
P P P! g ¢} [¢] Y Jd
@ Company Info &7 User Accounts
& ="| E-mail Account O & 5y Security Policies 35 @
o - > ; .. “
ime Entry Options ™ ptions ange Passwor ctivate
Time Entrv Opti Auditing Opfi Ch P d Password Options Activat Aboutfu;;ates
Miscellaneous _‘| Welcome Email
Options Regional Options User Accounts System

Password Options

Use for usernames and passwords

[ Office Timesheets

V]

Windows domain name

|

*Note: You should configure IS manually if you want Windows

Authentication to work properly.
*Note: Your current name - James Bone

If using Office Timesheets for Accounts and Passwords

Require combination of numbers and characters:
Minimum character length of passwords:
Maximum length of passwords:

Create random password for User Accounts

U

0 v
14 v

Authentication Settings via Azure Active Directory

Enable Azure AD
Use User Principal Name as Azure ID
Copy Email To Azure ID

1181

Tenant ID Lr
Application (client) ID

Client secret

Redirect URI ﬁttp:l/loc
Redirect URI OTS Mobile http://loc

153

sMsqS5Y4J

alhost/OTS/Pages/Login.aspx . 3
alhost/OTSMobile/Login 3

[ Clear H Reset H Save ]

Again, assuming the email field has alre

ady been populated for each employee record in Office Timesheets,

then skip ahead to the topic Logging into Office Timesheets using Azure Authentication.

If an employee’s record did not contain

the employee email address, then you’ll need to manually enter the

email address in to the Employee’s record in Office Timesheets. To do this, click Process Management ->



Employee. Next, open the employee’s record and enter the employee’s email address into the Azure ID
field; and click Save & Close.

Employee

| save &New

¥ Cancel

L
Save & Close

Actions

Full Name

First Name

M.L.

Last Name
Display Name/ID
E-Mail

Windows Login
Azure ID

Status

Reporting Period
Holiday Group
Manager
Company Code
ADP File Number / Pay ID

Lock Dates
Time Entry
Expense Entry

PERE- 35

Definition Rate: Groups Depend;ncwes

7]

Gindy

Anderson
Cindy Anderson

cindy.anderson@Ilookoutsoftware.com

lWeek\y V}

| {No selection} v]

I(Na selection} v]

Do not allow Time and/or Expense Entries prior to these dates.

Approval Start Date

Do not show Time and/or Expense Sheets prior to this date.

Repeat this for each employee record as needed.

Using the Azure Object ID

" 4

Notes

g
Default Elements

Show

= i

Custom Fields Elecironic Signature

1210172021 | 7]
120012021 |7

[ 11/30r2021 ]

=
|l

Terms

2000
=8>

Time Off

Using the Azure User’s Object ID is typically used as the method of association with an Office Timesheet

Employee when the User Principal Name is not the same as the user’s email address within the Azure Active

Directory User Profile. If this is the case, then you’ll want to use this option.

To use this method, select the desired Azure User with the Azure Active Directory Portal and copy its

“Object ID”...



DEFAULT DIRECTORY

P Search resources, services, and docs (G+/)

Home > Default Directory > Users >—
& D Pfofile - x

User

“ f Edit 4@ Reset password ® Revoke sessions i Delete O Refresh ,ﬁ? Got feedback?
X Diagnose and solve problgms .
Manage G
& erofile
- User Sign-ins Group memberships

& Assigned roles - 5

Administrative units 0
& Groups 20
# Applications o
N SepS Sepl12 Sep 19 Sep26
ma Licenses
|j Devices Creation time

8/4/2017, 5:.00:41 AM

¢ Azurerole assignments

@ Authentication methods

Identity
Activity MName First name Last name
)] Sign-in logs — James -
User Principal Name User type

Audit logs

. Member

Troubleshooting + Support
Object ID Issuer

~  View more

& New support request

Job info

Next, Insert the “Object ID” into the Azure ID field of the corresponding Office Timesheets employee
record...

Employee x
ks save & New B =
e N Iz .
Save & Close Definiion ~ Rates  Groups  Dependencies  Noles  DefauliElements  Custom Fislds  Electronic Signafure
Actions Show
Full Name
First Name System
M.I.
Last Name Administrator
Display Name/ID admin
E-Mail
\Windowe | agin
Azure ID 2190e2c6-fod6-46f3-b53f-c2 1bMBS5E3ee
Status Active ~
Reporting Period {No selection} ~
Holiday Group {No selection} v
Manager {No selection} -
Company Code {No selection} v
'ADP File Number / Pay ID
— Lock Dates
e —
Expense Entry m
Do not allow Time and/or Expense Enfries prior to these dates.
Approval Start Date [o7rozom |
Do not show Time and/or Expense Sheets prior to this date.

Repeat the steps above for all users.



Logging into Office Timesheets using Azure Authentication

1) Log out Office Timesheets; and close your browser session. Next, open a new browser session and type
in the URL you use to access your Office Timesheets account. Upon the first login, you'll see the
following permission request, which you’ll need to Accept...

B® Microsoft

Permissions requested

OTS_APP
App info

This application is not published by Microsoft.

This app would like to:

~~ Sign you in and read your profile

| | consent on behalf of your organization

Does il pp look suspicious? Report it here

2) Done!
Bypassing Azure AD Authentication

If you wish to bypass Microsoft Azure Active Directory Authentication, and authenticate through Office
Timesheets simply type of the following text after the URL you use to access Office Timesheets:
?code=IgnoreAzure.



