Configuring Office Timesheets to use Azure
Email

To configure Office Timesheets (OTS) for sending email via the Microsoft Azure Api you’ll need to adjust
OTS’ E-mail Account info; and configure your Microsoft Azure Account’s API for sending email:

1) Loginto Azure and go to Microsoft Entra ID -> App registrations -> New registration

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home

HO 2| App registrations & - x
Microsoft Entra ID

« T New registration @ Endpoints ﬂ Troubleshooting O Refresh L Download [l Preview features (O? Got feedback?

@ overview

— | applications Owned applications  Deleted applications
B8 Ppreview features [ —

X Diagnose and solve problems P start typing a display name or application (client) ID to filter these ... 5 Add fiters

Manage
1 applications found
*
& Users Display name T Application (client) ID Created on T  Certificates & secrets
&b Groups

85 External Identities
ks Roles and administrators
& Administrative units

% Delegated admin partner:
i Enterprise applications
[0 Devices

i App registrations

[& 1dentity Governance

T Application proxy
[ custom security attributes

4 Licenses -

2) Create a new application that will be used by OTS




&2 SN L e (]

Home » | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

i\ OTS_APP_EMAIL ~ ‘l
|

Supported account types

Who can use this application or access this API7

I @ Accounts in this organizational directory only only - single tenant) I

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O ‘Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microseft accounts (e.g. Skype,
Xbaox)

(O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

| [ web | [ ttpi/localnost/OTs AR/ Pages/3PAuthyAzureEmailAuth.aspx /]

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you pree to the Microsoft Platform Policies =7

NOTE: The Redirect URI should correspond to the special OTS page that can be found in the OTS E-mail
Configuration page here:

To use sending email via Azure you’ll need to switch the EMail Method to “Azure Service”

(ﬂ% Sign Out =

View Sheeis Import / Export Reports Process Management Billing/Invoicing System Configuration
an =
It 2 L] &) M | B @ sQL

Options « User Accounts Change Password Accounts/Policies ~ Welcome Email Activate About/Updates Generate

Opticns User Management System Generate SOL Views

E-mail Configuration

EMai method
Tenant ID [ |
Application (client) ID | |
Client secret [ |
i Global ~

Redirect URI http:/localhost/OT SAP/Pages/3PAuth/AzureEmailAuth.aspx [@
Onnecied 10 WA

| Connect Azure Email |
Save email to sentitems [

Test Settings || Clear || Reset || Save |

| Review netification logs |




3) Next, you'll need to make sure the new application you’ve created has the correct permissions. The
following permissions must be granted:

icrosoft Azure R Search resources, services, and docs (G+/)

Home » | App registrations > OTS_APP_EMAIL
- OTS_APP_EMAIL | API permissions % - x
‘P Search | « (D Refresh 27 Got feedback?

B Overview
& Quickstart Configured permissions

rd Integration assistant Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Manage
Add a permission  ~" Grant admin consent for Lookout Software

B2 eranding & properties

API / Permissions name Type Description Admin censent requ... Status
3 Authentication
¢ Migrosaft Graph (3)
Certificates & secrets
Mail.Send Delegated  Send mail as 3 user No Gr. N
:|' Token configuration
offline_access Delegated  Maintain access to data you have given it access to No Gr. e
9 APl permissions
User.Read Delegated  Sign in and read user profile No Gr;

@ Expose an API

B Annornlac

If these permissions are not currently present on the page then you’ll need to remove all existing
permissions for the app, and add the permissions OTS needs (Microsoft Graph User.Read,
offline_access, Mail.Send)

osoft Azure P search resources, services, and docs (G+/)

Home | App registrations > OTS_APP_EMAIL

2 OTS_APP_EMAIL | AP| permissions #

Request APl permissions X

Select an API =

|,’7 Search () Refresh 27 Got feedbach

Microsoft APIs ~ APls my organization uses My APIs

i Overview .
Commonly used Microsoft APIs
& Quickstart
@ The "Admin consent required”
#" Integration assistant the valuz in your arganization, Microsoft Graph

“l Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility = Security, and Windaws 10.
Configured permissions \ "

Manage Access Microsoft Entra ID, Excel, Intune, Qutlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and mare
R . K through a single endpaint.
randing & properties Applications are authorized to call 2

D Authentication all the permissions the application n

Certificates & secrets Add a permission  ~ Grant

Azure Communication () Azure Rights Management .
il Token configuration /API 1 Permissions name L Services K& Services I_& Azure Service Management
. Rich communication experiences with Allow validated users to read and write Programmatic access to much of the
G P es “ Microsoft Graph (1) the same secure CPass platform used protected content functionality availzble through
by Microsoft Teame the Azure porta|
@ Expase an API P

HL App roles
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Home > | App registrations > OTS_APP_EMAIL Request Apl permissions 5
- OTS_APP_EMAIL | APl permissions =

<Al APIs

£ search | « (O refresh | A Gotieedbacl © Microsoft Graph
https://graph.micresoft.com/ Docs =

B overview What type of permissions does your application require?

% Quickstart
@ The "Admin consent raquired” Delegated permissions Application permissions
# Integration assistant el oo e atio Your application needs to access the API s the signed-in user. Your application runs as s background service or daemon withaut a
signed-in user.
Manage

Configured permissions
B Branding & properties Applications are authorized to call 2
9 Authentication all the permissions the application n
Certificates & secrets + Add a permission ~/ Grant

m ]
Il Token configuration API / Permissions name

<~ AP| permissions o Micresoft Grach (1)

@ Expose an API

User.Read
App roles
&) BTN T
Home | App registrations > OTS_APP_EMAIL Request AP' permissions w

=- OTS_APP_EMAIL | APl permissions =

< All APIs
Microsoft Graph
https://graph.microsoft.com/ Docs

|,D Search ‘ « () Refresh &7 Got feedbach @

B Overview What type of permissions does your application require?

& Quickstart
@ The "Admin consent required” Delegated permissions Application permissions
# Integration assistant the value in your organization Your application needs to access the AP as the signed-in user. Vour application runs a5 3 background service or daemon withaut a
signed-in user.
Manage X L.
Configured permissions
B Branding & properties Applications are authorized to call 2 Select permissions expand all

N all the permissions the application n
9 authentication ‘ P Start typing a permission to filter these results

Certificates & secrets + Adda permission  ~ Grant
R . . x
1! Token configuration API / Permissions name @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your arganization, or in organizations where this app will be
-2 API permissions “ Microsoft Graph (1) used. Leam more
Expose an AP| UserRead
Permission Admin consent required

App roles

Owners To view 2nd manage consented peny Openld permissions (1)

D email () No

&
ks Roles and administrators
m View users' email address

Manifest

. offline_access
Support + Troubleshooting [/] o @ - No
Maintain access to data you have given it access to

&2 Troubleshooting openid O

No -
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i# overiew

& Quickstart

Integration assistant
Manage

B Branding & properties
3 Authentication

Certificates & secrets

Teken configuration
-9 AP| permissions

& Expose an API

Ann roles

@ The "Admin consent required”:
the value in your organization,

Configured permissions

Applications are authorized to call #
all the permissions the application n

Add a permission  ~/ Grant
API / Permissions name
~ Microsoft Graph (1)

UserRead

B OO0 00 0O

Read user mail

Mail.Read.Shared
Read user and shared mail

Mail.ReadBasic
Read user basic mail

Mail.ReadBasic.Shared

Read user and shared basic mail

Mail.ReadWrite

Read and write access to user mail

Mail.ReadWrite.Shared (&
Read and write user and shared mail
Mail.Send @&

Send mail as a user

No

No

No

No

No

No

No

e S Sl

Dashboard > B

‘
B oveniew
& Quickstart
" Integration assistant
Manage
&2 Branding & properties
D authentication
Certificates & sacrats
11! Token configuration
= API permissions

@ Expose an API

App roles

& owners

&, Roles and administrators
E Manifest

Support + Troubleshooting
£ Troubleshooting

& New support request

Home >

| App registrations > OFFICETIMESHEETSUB)

. | APl permissions =

O Refresh | & Gotfeedback?

@ The "Admin consent required” column shows the default valu for an organization. However, user consent can be customized per permissiel

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of co
all the permissions the application needs. Learn more about permissions and consent

+ Adda permission  ~/ Grant admin consent for Lookout Software

API / Permissions name Type Description Admin consent requ.
~ Microsoft Graph (3)

MailSend Delegated  Send mail as 2 user No

offline access Delegated  Maintain access to data you have given it access to No

UserRead Delegated  Sign in and read user profile No

To view and manage consented permissions for individual apps, as well 25 your tenant's consent settings, try Enterprise applicztions.

P Search resources, services, and docs [G+/)

| App registrations > OTS_APP_EMAIL

- OTS_APP_EMAIL | API permissions 5

Fam e

B overview

& Quickstart

Integration assistant

Manage
& eranding & properties
3 Authentication

Certificates & secrets

Token configuration
- AP| permissions

@ Expose an API

EEY

(_) Refresh ,@ Got feedback?

Configured permissions

Applications are authorized to call APIs
all the permissions the application nes

Add a permission  ~ Grant admin consent for Laokout Software

APl / Permissions name Type

~ Microsoft Graph (3)

Mail.Send Delegated
offline_sccass Delegated
UserRead Delegated

Description

Send mail as a user
Maintain access to data you have given it access to

Sign in and read user profile

Request API permissions

~ “

B 000D v

O o0 oo

UserAuthenticationMethod

UserNotification

UserTeamwork

UserTimelineActivity

User (1)

User.EnableDisableAccountAll O
Enable and disable user accounts
User.ExportAll ()

Export user's data

Userinvite All ©

Invite guest users to the organization
UserManageldentities.All ©
Manage user identities

UserRead @

Sign in and read user profile
UserReadAll ©

Read all users' full profiles
UserReadBasic All O

Read all users’ basic profiles
UserReadWrite (0

Read and write access to user profile

UserReadWrite All ©
Read and write all users' full profiles

Admin consent requ... Status
No
No

No

Home > | App registrations > OTS_APP_EMAIL Request AP' permissions x
=~ OTS_APP_EMAIL | APl permissions  #
R ~ Mail (1)
« () Refresh ,é‘_'] Got feedbach
Mail.Read

n they are granted permissions by users/admins as part of the consent process. The list of configured permissicns should include
. Learn more about permissions and consent

No

No

No




4) Next, create a client secret and save the secret key to OTS...

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > | App registrations » OTS_APP_EMAIL Add a Client secret =
OTS_APP_EMAIL | Certificdtes & secrets = 2
Description [[oTs_app_emaiL_client |
o} « ?
= Got fesdback? Expires [730 days (24 months) M
B Overiew -
& Quickstart Credentials enable confidential applications to identify thaffiselves to the authentic
scheme). For a higher level of assurance, we recomm using a certificate (instead
Integration assistant
Manage
@ Application registration certificaje” secrets and federated credentials can be fount
5 Branding & properties
2 Authentication
2 Certificates (0) #nt secrets (0) Federated credentizls (0)
Certificates & secrets 1
A secret stri at the application uses to prove its identity when requesting a to
il Token configuration
-5 APl permissions T "New client secret
& Expose an API Description Expires Value ©
App roles . -
No client secrets have been created for this application.
&2 Owners
4. Roles and administrators 3
M Manifest Add

Copy Secret Key Value

Micro:

P search resources, services, and docs (G+/)

Home > qimmmi o | App registrations > OTS_APP_EMAIL

OTS_APP_EMAIL | Certificates & secrets # - X

|P Search ‘ « A7 Got feedback?

B overview

x
& Quickstart @ Gotasecond to give us some feedback? =
}.' Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
B2 Branding & properties
i x
D Authentication @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
Certificates & secrets
m
{1 Token configuration Certificates (0)  Client secrets (1) Federated credentials (0)
-2 APl permissions _
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
@ Expose an API
App roles New client secret
& Owners Description Expires Value O Secret ID
£. Roles and administrators OTS_APP_EMAIL Client 1/30/2026 _ 3 |
Bl Manifest .

Paste into the Client secret field in the OTS E-mail Configuration page



("% Sign Out =

View Sheeis Import / Export Reports Process Management Billing/Invoicing System Configuration
SNy Iy
il & L& - ] fa () L
Options ~ User Accounts Change Password Accounts/Policies Wielcome Email Activate About’'Updates Generate
Options User Management System Generate SCL Views

E-mail Configuration
EMail method

Tenant ID [
Application (client) ID | |
| -

Client secret

Domain Global w
Redirect URI http:/localhost/OT SAP/Pages/3PAuth/AzureEmailAuth.aspx @
Connected to NIA

| Connect Azure Email
Save email to sent items ]

Test Settings || Clear || Resst || Save |

| Review notification logs |

5) Next, copy the Application ID and Tetant ID for the app

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > @ o | App registrations »
@ OTS APP EMAIL 2 - X
N /
|}7 Search / | « W Delete & Endpoints B preview features
B overview =
#~ Essentials
& Quickstart
Display name Client credentials
#  Integration assistant OTS APP EMAIL 0 certificate, 1 secret
Application (client) ID Redirect URIs
Manage 3aacd 1 web, 0 spa, 0 public client
&= eranding & properties Object ID Application ID URI
724d Add an Application ID URI
3 Authentication ~
Directory (tenant) ID Managed application in local directory
Certificates & secrets 49! e OTS APP EMAIL
Il Token configuration Supported sccount types
B 9 My organization only

and paste them into the corresponding fields in the OTS E-mail Configuration page; and then
click the “Connect Azure Email” to go over Azure Authentication flow



(" 2 Sign Out =
- View Sheeis Import / Export Reports Process Management Billing/Invoicing System Configuration

L S - M | B @ sqL

Options ~ User Accounis Change Password Accounts/Policies « Welcome Email Activate About'Updates Generate

Oplions User Management System Generate SOL Views

E-mail Configuration

EMail method

-
Tenant 1D | | ://'
Application (client) ID [ |
Client secret [ . . |
Domain Global w
Redirect URI http:/Nocalhost/OT SAP/Pages/3PAuth/AzureEmailAuth.aspx [@
Connected to NIA

| Connect Azure Email

Save email to sent items [

|TestSetLings || Clear || Reset || Save |

| Review notification logs |

6) Once Azure has connected successfully, the settings area will no longer be available for modification,
and settings can be tested.

(n,)b Sign Out =
- View Sheets Import / Export Reports Process Management Billing/Invoicing System Configuration

oA @ A 3w 0O

Options « User Accounts Change Password Accounts/Policies v Welcome Email Activate About/Updates Generate

Options User Management System Generate SQL Views

E-mail Configuration

EMail method

Tenant ID .

Application (client) 1D X

Client secret & _ . L

Domain Global v

Redirect URI http:/localhost/OT SAP/Pages/3PAuth/AzureEmailAuth.aspx [@
| Connected to [ p.com |

Disconnect Azure Email |

Save email to g#ntitems ]

|TestSettings || Clear || Reset || Save |

| Review notification logs |

7) Done! Now OTS has credentials to call Azure API for sending emails.



